Privacy Notice for Teaching and Learning Environments (“TLE”")

1. Scope of application

This Privacy Notice provides you information concerning the processing of your personal data
in the context of using the Teaching and Learning Environment (TLE).

2. Controller; Data Protection Officer

2.1 Controller within the meaning of the General Data Protection Regulation and national data
protection laws of the Member States, as well as other applicable data protection laws and
regulations, with regard to processing your personal data is the institution that permits you to
access the learning environment (for example, the university or other educational institution
where you study or teach).

2.2 If the controller has appointed a data protection officer, you can reach them at the
controller’s postal address by adding “The data protection officer”.

3. Definitions

For the purposes of this Privacy Notice, the following terms have the meanings described
below:

Browser data Personal data that your browser transmits to the controller’s
web server when you visit the TLE and that the controller’'s
web server stores at least for the duration of your visit,
namely your IP address, date and time of your visit, time zone
difference to Greenwich Mean Time (GMT), pages visited on
the TLE, access status/HTTP status code, the website from
which you accessed the TLE, the operating system you are
using, the browser you are using including version and
language, the amount of data transferred in each case and,
if JavaScript is enabled in your browser, also your screen
resolution, colour depth and the size of the browser window;

Third country A country outside the European Union or a country that is not

a Contracting Party to the Agreement on the European
Economic Area;
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Voluntary information Personal data that the controller requests from you that is not
mandatory information but that facilitates processing;

Log file File stored on a web server in which browser data is logged,;

Mandatory information Personal data that the controller requests from you that is
absolutely necessary in relation to the purposes for which
such data is processed. Mandatory information is marked
separately when collected;

TLE SAP-based teaching and learning environment including the
supplied teaching and learning content as well as
instructional materials and, if applicable, a model enterprise;

TLE data Personal data you input when using the TLE.

In addition, this Privacy Notice uses the terms processor, third party, recipient and personal
data and controller which are legally defined in the General Data Protection Regulation
("GDPR”). You may view these definitions (Art. 4 GDPR) online, for example at
https://dejure.org/gesetze/DSGVO/4.html.

4. TLE data

4.1 The controller processes your TLE data, which may include both mandatory information
and voluntary information, on the basis of Art. 6(1)(b) GDPR to establish, perform and modify
the contractual relationship.

4.2 The controller has commissioned Otto von Guericke University Magdeburg, SAP University
Competence Center Magdeburg, Universitatsplatz 2, 39106 Magdeburg, Germany, as
processor and the latter has commissioned in4MD Service GmbH, Universitatsplatz 12, 39104
Magdeburg, Germany to maintain web servers and perform associated processing of browser
data and commissioned SAP Deutschland SE & Co. KG, Hasso-Plattner-Ring 7, 69190
Walldorf, Germany to perform hosting as a sub-processor. Contract data is not shared with
other recipients, including without limitation, third parties. The transfer of your contract data to
a third country or an international organisation is not planned.

4.3 Your TLE data will be stored for the duration of the performance of the contract and will
only be stored as long as necessary to provide app functionality and will be erased immediately
thereafter, unless further processing, in particular storage, is required by law, storage is
required for evidentiary reasons (e.g. to assert claims or to defend against potential claims for
damages), we have your express permission to do so or are authorised to do so by law.
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5. Browser data

5.1 Browser data is collected each time the TLEs are accessed on the basis of Art. 6(1)(f)
GDPR. The browser data is necessary for the functionality of TLEs and your interest in the
protection of your personal data does not outweigh this requirement. Your browser data is not
associated with your other personal data.

5.2 The controller has commissioned Otto von Guericke University Magdeburg, SAP University
Competence Center Magdeburg, Universitatsplatz 2, 39106 Magdeburg, Germany, as
processor and the latter has commissioned in4MD Service GmbH, Universitatsplatz 12, 39104
Magdeburg, Germany to maintain web servers and perform associated processing of browser
data and commissioned SAP Deutschland SE & Co. KG, Hasso-Plattner-Ring 7, 69190
Walldorf, Germany to perform hosting as a sub-processor. Browser data is not shared with
other recipients, including without limitation, third parties. However, browser data may be
shared with state investigation bodies in the event that investigative measures are initiated due
to an attack on our the controller’s technology systems. The foregoing applies in like manner
if the relevant authorities or courts address enquiries to the controller and the controller is
obliged to comply with these enquiries. No transfer of your browser data to a third country or
an international organisation is currently contemplated.

5.3 The browser data including, if applicable, the IP address, will be stored in a log file and will
not be used for any other purpose. Log files are deleted after three months. Log files may only
be retained for longer periods after deletion or abbreviation of the IP address and
anonymization of the log file.

6. Your rights

6.1 In the event you have consented to the use of your personal data by the controller, you
may withdraw such consent in relation to the controller in whole or in part at any time with
prospective effect.

6.2 In the case of processing personal data to perform tasks in the public interest (Art.
6(1)(e) GDPR) or to safeguard legitimate interests (Art. 6(1)(f) GDPR), you can object to
the processing of personal data concerning you on grounds that relate to your
particular situation at any time with prospective effect. In the event of an objection, the
controller will refrain from any further processing of your data for the aforementioned
purposes, unless:

— There are compelling legitimate grounds for such processing which override
your interests, rights, and freedoms; or
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— Processing is necessary for the establishment, exercise, or defence of legal
claims.

6.3 You also have the right to lodge a complaint with a supervisory authority concerning any
data protection issues.

6.4 In addition, you have the following rights with regard to your personal data:

— Right to information;

— Right to rectification or erasure;

— Right to restriction of processing;

— Right to data portability.
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